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              A team of relentlessly driven experts and passionate problem-solvers who are
                hungry to learn, grow, and make a difference. That’s Coalfire. Our strong
                values and inclusive environment empower us to solve our clients’ toughest
                cybersecurity challenges and make the world a safer place. If you’re looking
                to elevate your career, help shape an industry, and be part of a community
                that’s defining what’s next, then welcome to Coalfire.

              
                

                Learn more about our values
              

            

          

        

      

    

  
  
  
    	
        
          
            
          

          
            Why are you working in cybersecurity?

            Cybersecurity keeps evolving with ever-expanding scope.
              You are constantly faced with new challenges, new learning opportunities, and
              are always presented with a wide array of opportunities if you’re willing to
              challenge yourself.

            
              Sahar Moghadam, Senior Manager
            

          

        

      
	
        
          
            
          

          
            How has Coalfire helped advance your career?

            Thanks to the amazing leaders and mentors I’ve been
              lucky to work with at Coalfire, I’ve advanced from an intern to a senior
              consultant over a few years. I genuinely learn something new every day, whether
              it be from messaging a teammate, being trusted with new responsibilities, or
              participating in formal leadership programs.

            
              Lucy Wilkinson, Senior Manager
            

          

        

      


  
  
  
    
      
        
          
            Life at Coalfire

            
              
              
                
                

                Looking out for your health

                
                  Because health and happiness go hand and hand, we offer coverage with UnitedHealthcare* to take care of you and your family – even coverage options for the furry members.

                

              

              
              
                
                

                Fueling your ambition

                
                  There are no limits to what you can accomplish. You have the drive;
                    we’ll support you with tuition and certification reimbursement and
                    opportunities for advancement.

                

              

              
              
                
                

                Striking the right balance

                
                  Life's not all about work, even when you love it. Find the balance you need with flexible paid time off and work-from-home opportunities.

                

              

              
              
                
                

                Caring for the whole you

                
                  From wellness initiatives and fitness challenges to our Employee Assistance Program, you’ll find resources to support your physical and mental well-being.

                

              

              
              
                
                

                Turning coworkers into friends

                
                  The work we do is serious, but that doesn’t mean we don’t have fun
                    together. With team hikes, cookoffs, sporting events, and
                    celebrations, a good time is guaranteed.

                

              

              
              
                
                

                Making the world safer – and better

                
                  By solving our clients’ toughest cybersecurity challenges, we help
                    them become more secure and more successful. And that’s something we
                    all can be proud of.

                

              

              
            

          

        

      

    

  
  
  
    
      Stronger together

      
        Everyone at Coalfire has something to contribute. Our differences allow us to broaden our perspectives and fuel our innovation. Through company events, interest-based communities, and employee resource groups, we come together to support each other and build a culture of belonging.
        

      

      
        	
            
          
	
            
          
	
            
          
	
            
          
	
            
          


      

      

    

  
  
  
    
      
        
          
            
              A culture of diversity and inclusion

            
              Our diverse backgrounds, experiences, and ideas are worth celebrating. That’s
                why we strive to foster an environment where everyone feels included,
                supported, empowered, and respected.
              

            

            Learn more
          

        

      

    

  
  
  
    In the spirit of Coalfire

    
      
      
        
          990+

          
            Licenses and/or certifications held by employees – of which more than 200 are cloud-related

          

        

        
        
          
            
          

          
            Recognized as a Top Workplace five years running - 2018, 2019, 2020, 2021, 2022

          

        

        
        
          
        

        
        
          
        

      

      
      
        
          
            
          

          
            Celebrated for continued commitment to supporting women in cybersecurity

          

        

        
        
          
            
            
          

          
            Steadfast supporter of veterans and active-duty service members; recipient of 2022 Secretary of Defense Employer Support Freedom Award and HIRE Vets Medallion Award

          

        

        
        
          
        

        
        
          
        

      

      
    

  
  
  
    
      
        
          
            
              Apply today

            
              Grow your career by joining a team of the cybersecurity industry's best and
                brightest.
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          *UnitedHealthcare creates and publishes the Machine-Readable Files on behalf of Coalfire. To link to the Machine-Readable Files, please visit UnitedHealthcare Transparency in Coverage

        

      

    

  
	



  
    
      
        Services
        	
  FedRAMP

	
  Offensive security

	
  Compliance services

	
  Strategy, privacy, risk

	
  Cloud security advisory



      

      
        About
        	
            Company overview
          
	
            Board Advisors and Directors
          
	
            Diversity and inclusion
          
	
            Executive Team
          
	
            Richard E. Dakin Fund
          
	
            Partners
          
	
            Research and development
          


      

      
        Resources
        	
            Blog
          
	
            News and events
          
	
            Press releases
          


        

        Market development services
      

      
        Careers
        Contact us
      

    

  

  
    
      
        
          Copyright ©  Coalfire Systems, Inc. All rights reserved. Coalfire, the Coalfire Logo, CoalfireOne, Hexagon Logo, Hexeon, Neuralys, and ThreadFix are trademarks or registered trademarks of Coalfire Systems, Inc. or its affiliates in the United States and other countries. Other names may be trademarks of their respective owners. Privacy Policy Legal

        

        
          	
              
                
                Facebook
              
            
	
              
                
                Twitter
              
            
	
              
                
                LinkedIn
              
            
	
              
                
                YouTube
              
            


          CoalfireOne login
        

      

    

  



  	
  
    Services
    	
  FedRAMP

	
  Offensive security

	
  Compliance services

	
  Strategy, privacy, risk

	
  Cloud security advisory



  

  
    
      
       
      

      
        Move forward, faster with solutions that span the entire cybersecurity lifecycle. Our experts help you develop a business-aligned strategy, build and operate an effective program, assess its effectiveness, and validate compliance with applicable regulations.

      

    

    


  
    
      
  	
      FedRAMP advisory services
      Accelerate your path to authorization with a tailored approach to the FedRAMP journey.

    





  	
      FedRAMP assessments
      Get expert support for the rigorous and high-scrutiny FedRAMP assessment process.

    





    

    
  


 




  
    
      
  	
      Application security
      Simplify your path to secure by design. Get security right from the start reducing risk and accelerating your time to market.

    





  	
      Cloud penetration testing
      Coalfire empowers you to safeguard your cloud infrastructures through cutting-edge penetration testing expertise.

    





  	
      IoT penetration testing services
      Coalfire reviews and assesses your entire IoT ecosystem to assure that the devices and software solutions employed are secure from end to end. 

    






  	
      Network
      Coalfire will test, validate, and improve your network security and reliability utilizing world class technology and unparalleled hands-on experience.

    





  	
      Red team operations
      Boost your defenses by simulating a real-world attack with red team exercise.

    





  	
      Social engineering and physical security consulting
      Evaluate risk, identify exploitable weaknesses, and implement remediation.

    






    

    
  


 




  
    
      
  	
      Payments
      Protect cardholder data from cyber attacks and breaches.

    





  	
      HITRUST
      Receive guidance from an original HITRUST CSF Assessor firm.

    





  	
      ISO advisory
      Build a management system that complies with ISO standards.

    






  	
      StateRAMP
      Expert guidance and advisory services for CSPs that want to achieve StateRAMP authorization.

    





  	
      SOC
      Maintain trust and confidence across your organization’s security and financial controls.

    





  	
      CMMC
      Navigate your path to Cybersecurity Maturity Model Certification.
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    A business-aligned, modern cybersecurity program. Advantage you.

  
 

 





  
   
  

  
    Unlock the full potential of your cloud – and lock in your success.
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        Business outcomes delivered. Your success secured. The world's leading organizations trust Coalfire to elevate their cyber programs and secure the future of their business with tech-enabled compliance and offensive security solutions.

      

    

    


  
   
  

  
    Hexeon™, Coalfire's offensive security platform, streamlines vulnerability management and provides real-time actionable insights.

  
 

 





  
   
  

  
    Reduce compliance costs and automate internal activities with Compliance Essentials.
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        Written by Coalfire's leadership team and our security experts, the Coalfire Blog covers the most important issues in cloud security, cybersecurity, and compliance.
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        Find information that can help you approach cybersecurity programmatically. Explore our research reports, white papers, webinars, videos, case studies, news and more. 
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        Since 2001, Coalfire has worked at the cutting edge of technology to help public and private sector organizations solve their toughest cybersecurity problems and fuel their overall success.

      

    

    


  
   
  

  
    Ready to solve some of the world's toughest cybersecurity challenges and grow your career with the industry's best and brightest? Explore careers at Coalfire and see why we've been consistently named a "Best Place to Work."

  
 

 





  
   
  

  
    Coalfire helps organizations comply with global financial, government, industry and healthcare mandates while helping build the IT infrastructure and security systems that will protect their business from security breaches and data theft. The company is a leading provider of IT advisory services for security in retail, payments, healthcare, financial services, higher education, hospitality, government and utilities.

  
 

 





  
   
  

  
    The Coalfire Board of Directors provides invaluable guidance for the organization and reflects Coalfire’s dedication to achieving success for our customers.

  
 

 





  
   
  

  
    Coalfire is committed to creating a culture that fosters diversity, inclusion, belonging, and equity.

  
 

 





  
   
  

  
    Coalfire’s executive leadership team comprises some of the most knowledgeable professionals in cybersecurity, representing many decades of experience leading and developing teams to outperform in meeting the security challenges of commercial and government clients. With diverse backgrounds in IT systems security, governmental security, compliance, and reducing risk while implementing the latest enabling technologies (such as the Cloud and IoT), our leaders understand the challenges customers face.

  
 

 





  
   
  

  
    Security is a team game. If your organization values both independence and security, perhaps we should become partners.

  
 

 





  
   
  

  
    Created in honor of the late co-founder of Coalfire, the Richard E. Dakin Fund at The Denver Foundation is supporting scholarship programs at several universities for promising college students studying cybersecurity and related fields.

  
 

 





  
   
  

  
    The Coalfire Research and Development (R&D) team creates cutting-edge, open-source security tools that provide our clients with more realistic adversary simulations and advance operational tradecraft for the security industry.
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